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Abstract—Federated Learning (FL) is a promising paradigm to
empower on-device intelligence in Industrial Internet of Things
(IIoT) due to its capability of training machine learning model
across multiple IIoT devices, while preserving the privacy of their
local data. However, this distributed architecture of FL relies on
aggregating the parameter list from the remote devices, which
poses potential security risks caused by malicious devices. In this
paper, we propose a flexible and robust aggregation rule, called
Auto-weighted Geometric Median (AutoGM), and analyze the
robustness against outliers in the inputs. To obtain the value of
AutoGM, we design an algorithm based on alternating optimization
strategy. Using AutoGM as aggregation rule, we propose two
robust FL solutions AutoGM_FL and AutoGM_PFL. AutoGM_FL
learns a shared global model using the standard FL paradigm,
and AutoGM_PFL learns a personalized model for each device.
We conduct extensive experiments on the FEMNIST and Bosch
IIoT datasets. The experimental results show that our solutions
are robust against both model poisoning and data poisoning
attacks. In particular, our solutions sustains high performance
even when 30% of the nodes perform model or 50% of the nodes
data poisoning attacks.

Index Terms—Federated learning (FL), industrial Internet of
Things (IIoT), Byzantine-robust, geometric median, security and
privacy.

I. INTRODUCTION

MACHINE learning techniques are increasingly used in
Industrial Internet of Things (IIoT) applications, such

as smart grid, autonomous driving, and smart factory [1–3].
Nevertheless, the collection of user data for centralized training
causes serious privacy concerns, i.e., some users want to
keep their local data private and may not want to transmit
their local data to the centralized server [4]. In addition, the
massive amount of data generated in IIoT systems poses a
challenge on communication efficiency between the centralized
server and the remote IoT devices [5], which also limits the
scalability of the system. Due to the rapid developments in
computing hardware, IoT devices are nowadays equipped with
more powerful computation and storage capabilities. As a
consequence, machine learning models can be deployed on IoT
devices to support on-device training at the network edge [6].

Federated Learning (FL) is a promising paradigm to empower
on-device intelligence and mitigate the privacy and scalability
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issues in IIoT systems [7, 8]. FL allows massive participants
to learn the statistical models collaboratively by sharing model
parameters while keeping their data in local devices for
privacy preservation. Different from the gradient aggregation
techniques in traditional distributed machine learning, typical
FL approaches only select a subset of devices at each round and
aggregate the updated parameters after several local steps of
stochastic gradient descent (SGD), which dramatically reduces
the communication overhead in large scale IIoT network
systems [9]. Benefiting from these advantages, FL has recently
been applied to solve data-driven problems in IIoT applications,
such as anomaly detection [10] as well as data and resource
management [11].

One of the major security threats to the model training
process of FL are Byzantine failures, where participants (known
as Byzantine nodes) may upload arbitrary parameters to the
central server in order to degrade the performance of the
global model [12, 13]. In Federated Learning empowered IIoT
(FL-IIoT) systems, Byzantine failure results from poisoning
attacks [10], abnormal sensors [14], communication noise [15],
etc. Among them, poisoning attacks are particularly challenging
as the hackers can deliberately manipulate the training process
either by directly modifying local model parameters sent from
the local devices to the coordination server (a.k.a. model
poisoning attack), or by changing the samples in the local
training set to bias the local model (a.k.a. data poisoning
attack) [12], which could pose a serious threat to the security
of the learning system. More importantly, it has been shown
that even a single malicious participant can significantly alter
the trained model [16]. Therefor, it is imperative to make FL
robust to Byzantine failures, in particular for security-critical
IIoT applications such as automated guided vehicles and robot
motion control [17].

In terms of defense, Geometric Median (GM) has been
widely used for gradient aggregation in the literature of robust
distributed learning [18–20] because it can tolerate up to half
malicious devices and estimate the underlying true parameters.
In addition, GM shows convergence properties when it acts as
an aggregation rule in gradient descent methods [21]. Recently,
it has also been applied to aggregate parameters in robust
FL solutions [12, 21]. However, when the local datasets
are imbalanced, i.e., the number of samples varies among
devices, their solution lacks guarantees in terms of robustness.
Moreover, our experimental results show that existing GM-based
solutions [21] cannot cope well with model poisoning attacks.
Therefor, it is important to enhance the robustness of GM.

In addition, due to the heterogeneity of the data in IIoT
systems, a single robust global model may only perform well
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in some of the devices [22]. To tackle the heterogeneity
challenge, one effective way is to perform Personalized
Federated Learning (PFL) in the system, e.g., in addition to
the shared global model, each device trains a personalized
model using its local data and under the guidance of the global
model [23]. However, very few studies have investigated the
robustness of PFL [24], especially in the context of Byzantine
failures.

In this paper, we study a Byzantine-robust FL problem in
IIoT systems, and aim to mitigate the challenges of model poi-
soning and data poisoning attacks during model training process.
We propose AutoGM, a secure aggregation rule that enhances
the robustness of GM in order to learn a robust global model. By
applying AutoGM as an aggregation rule for traditional FL and
PFL paradigms, we propose AutoGM_FL, and AutoGM_PFL,
respectively. AutoGM_FL learns a shared global model using
the standard FL paradigm, whereas AutoGM_PFL learns a
personalized model for each device to further address the
data heterogeneity challenge. We summarize our contributions
below:
• We propose Auto-weighted Geometric Median (AutoGM),

a flexible robust aggregation rule for a given set of param-
eter vectors. We show that AutoGM achieves robustness
by automatically excluding the extreme outliers and re-
weighting the rest of the points according to a user-
specified threshold of skewness. We design an algorithm
based on alternating optimization strategy to compute the
position of AutoGM.

• We integrate AutoGM with both standard FL and PFL
paradigms for FL-IIoT system, and propose robust solu-
tions AutoGM_FL and AutoGM_PFL, respectively, both
of which show robustness against poisoning attacks, and
inherit the privacy and scalability properties of traditional
FL.

• We conduct extensive experiments to evaluate the proposed
solutions using two real-world datasets. We successfully
demonstrate the superior robustness of our approach
against model poisoning attacks and data poisoning attacks
compared to the state-of-the-art approaches. In particular,
our solutions sustains high performance even when 30%
of the nodes perform model or 50% of the nodes data
poisoning attacks.

II. RELATED WORK

A. Federated Learning on Industrial IoT

Recent years have witnessed an increasing research interest
in FL within the context of IIoT as it preserves user privacy
by enabling local model training at the edge. Many works
concentrate on FL-based anomaly detection in IIoT [10, 25–27].
For example, Taheri et al. [10] presented a robust FL based
architecture called Fed-IIoT for detecting Android malware
applications in IIoT. On the participant side, data are triggered
by two dynamic poisoning attacks based on a generative
adversarial network (GAN) and federated GAN. The server
side of Fed-IIoT monitors the global model and shapes a
robust collaboration training model, by avoiding anomalies in
aggregation by a GAN network (A3GAN) and by adjusting

two GAN-based countermeasure algorithms. Another line of
work focuses on data and resource management [11, 28, 29].
For instance, Zhang et al. [28] presented an FL framework
to manage IIoT equipment data in wireless network envi-
ronments. In order to increase the model aggregation rate
and reduce communication costs, the authors applied deep
reinforcement learning (DRL) to the IIoT device selection
process, specifically to select those devices with accurate
models. Furthermore, the authors proposed an FL algorithm
assisted by DRL, which takes into account the privacy and
efficiency of data training of the IIoT system. In addi-
tion, there were some typical representatives who applied
FL to other interesting IIoT applications such as digital
twins [30], smart cities [31], and healthcare systems [32].

B. Robust Federated Learning

Training time attack is a critical threat to the security
of the FL learning systems due to decentralization of data
and the requirement of collaborative training from multiple
devices [12, 33, 34]. Poisoning attacks in FL can be classified
into two categories, data poisoning attacks and model poisoning
attacks. Data poisoning attacks aim to modify the training
datasets in local devices, while model poisoning attacks directly
manipulate the local models sent from the local devices to the
coordination server [12]. For example, Bagdasaryan et al.
[33] introduced the model replacement attack to backdoor
FL models and concluded that FL is generically vulnerable
to model poisoning attacks. Konstantinov and Lampert [35]
showed that datasets from the edge devices vary greatly in
quality, reliability and relevance for the learning task.

Robust aggregation has been explored to handle the devices
sending corrupted updates to the server, including geometric
median (GM) [18], Krum [16], trimmed mean [20], and
median [20]. They are commonly used to estimate the model
parameters and mitigate the effect of malicious updates in
global aggregation. The coordination server may follow differ-
ent aggregation rules to generate a robust global model from the
local updates. Among those aggregation rules, GM is particularly
popular in robust statistics, given that it can defend against up
to 50% outliers in the parameter list [36]. In 2017, Chen et al.
[18] proposed a GM-based method to aggregate the gradients
for distributed statistical machine learning and showed the
robustness and convergence in i.i.d settings. Recently, Pillutla
et al. [21] applied GM as a robust aggregator for FL and analyze
the convergence of the resulting FL algorithm for i.i.d. least-
squares objective. However, for imbalanced datasets where the
local dataset size are different among devices, their solution
lacks theoretical guarantees in terms of robustness. Compared
to GM, our proposed aggregation rule is more flexible as it can
be tuned based on the desired amount of skewness; GM can in
fact be seen as a special case of AutoGM.

III. FEDERATED LEARNING FOR IIOT SYSTEMS

In this section, we introduce the system model and threat
models of the Federated Learning empowered IIoT (FL-IIoT)
system considered in this work. An overview is illustrated
in Fig. 1.
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Fig. 1: Overview of the FL-IIoT System, where multiple IIoT
devices collaboratively train a machine learning model using
their local datasets. The central server coordinates the training
by aggregating local model and broadcasting the resulting
model to the devices in each training round. Some malicious
devices could send corrupted model (as shown in ®) due to
data poisoning attack (e.g., Device 4), or model poisoning
attack (e.g., Device 5).

A. System Model

We consider an IIoT system that involves multiple IIoT
devices and one central server for collaborative model training.
More details are described as follows.

IIoT Device: Each device owns a private dataset and the
replica of a shared global model. During the each round of
training process, a subset of devices are selected for model
updates. Each selected device than receives the latest global
model from the central server (as denoted by ¬ in Fig. 1) and
updates the model with several steps of stochastic gradient
descent (SGD) using its private dataset, after which it uploads
the new parameters to the server via wireless network (as
denoted by ­ in Fig. 1).

Server: The server is responsible for building a comprehen-
sive robust global machine learning model by aggregating the
model parameters from the locally learned models uploaded
from the IIoT devices. After aggregating the local parameters,
it broadcasts the resulting global model to the devices to
enable the next rounds of local updating. Multiple rounds
of interactions between the server and devices are required to
obtain an accurate shared global model.

In IIoT systems, wireless networks are widely used for
the communication between the server and the IIoT devices
because of their flexibility and portability. Considering the
limited capability of wireless networks, only a random subset of
the devices is chosen in each round of training to avoid network

congestion, which allows a large number of participants for
collaborative training.

B. Threat Models

In this paper, we aim to address the threat of poisoning
attacks in FL-IIoT systems, where the devices can upload
poisoned local model parameters to the server (as denoted
by ® in Fig. 1). In this context, poisoning attacks are a major
concern since they may cause Byzantine failures. Poisoning
attacks in FL-IIoT mainly covers model poisoning attacks
and data poisoning attacks [37]. For model poisoning attacks,
malicious devices craft the local models by directly changing
the parameters or adding noise [12], so that the model
parameters from local training are manipulated (e.g., Device 4
in Fig. 1). For data poisoning attacks, corrupted devices are
honest in conducting local model training but their training
datasets are poisoned with flipped or noisy labels (e.g., Device
5 in Fig. 1) [23].

Like many other studies on poisoning attacks [12, 23, 38],
we assume that the goal of the attackers is to manipulate the
trained global model and make it unusable for the system,
i.e., cause a high error rate indiscriminately for testing data.
Such attacks are known as untargeted poisoning attacks [12].
Although we particularly focus on model poisoning and data
poisoning attacks in this paper, we remark that the solutions we
propose are Byzantine-robust in general, and have the potential
to handle other types of Byzantine failures, as our solutions
enhance the robustness of the classic Geometric Median (GM),
which is proven as a Byzantine-robust aggregation rule [18].

We make the following assumptions in this paper [12, 21, 39]:
(1) Each adversary controls exactly one non-colluding and
corrupted device. Since devices do not collude, the effect of
malicious updates from each adversary to the global model
is limited [39]. (2) No more than half of the devices are
malicious, so that the majority of the devices can provide benign
model parameters which can be aggregated to a consensus
global model [12]. (3) The communication channels are reliable,
which means that we do not consider communication noise
and failures. As we majorly focus on model poisoning attack
and data poisoning attack, communication issues will further
complicate the problem.

IV. AUTO-WEIGHTED GEOMETRIC MEDIAN

Before presenting our robust federated learning algorithm in
FL-IIoT, we first define a general robust aggregation rule for a
given set of vectors, named Auto-weighted Geometric Median
(AutoGM). AutoGM achieves robustness by reweighting the
inputs according to their Euclidean distances. We study the
robustness of AutoGM and design an algorithm to solve it.

A. GM and AutoGM

The robust aggregation rule we propose in this section is
generalized from Geometric Median (GM), which is defined as:

Definition 1 (Geometric Median (GM)). The geometric median
of a collection of vectors S = {zk}k∈[K] is a point ẑ that
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Fig. 2: Illustration of Mean, GM, and AutoGM of benign points (in red) with outliers (in green). (a) shows that the Mean is driven away by
outliers, and GM lies on the edge of benign points. (b)-(d) show the positions of AutoGM with different λ. The transparency of each data
point in (b)-(d) reflects its weight to AutoGM, and the white points are zero-weighted.

minimizes the sum of its Euclidean distances to all the points
in S:

ẑ := argmin
z

∑
k∈[K]

‖z − zk‖, (1)

where K = |S|, and ‖·‖ = ‖·‖2 is the Euclidean norm.

GM is a point representative of a given set of points that
is resistant to outliers. Specifically, GM is stable even if we
arbitrary corrupt up to half of the inputs.

Cohen et al. have shown [40] that as long as the majority
of the points are within the Euclidean ball centered at z, then
GM must lie in the Euclidean ball with the same center z
while blown up by a constant factor only. GM has typically
been applied as a gradient aggregation rule in the literature of
Byzantine-robust distributed learning and shows convergence
properties [18–20].

However, the robustness of GM is limited as the constant
factor is still impacted by the number of outliers [18], i.e.,
the bound increases as the size of outliers rises. Based on GM,
we further propose a more flexible robust aggregation rule
AutoGM, which is defined as:

Definition 2 (Auto-weighted Geometric Median (AutoGM)).
We denote the Auto-weighted Geometric Median of S =
{zk}k∈[K] by z̃∗ = AutoGM(S). Together with the weight
vector α of S, we can obtain their values by solving the
following problem:

z̃∗, α̃∗ := argmin
z,α

∑
k∈[K]

αk‖z − zk‖+
λ

2

∑
k∈[K]

α2
k, (2)

s.t. α ∈ RK+ ,1>α = 1,

where λ is a user-specified hyper-parameter that controls the
smoothness of α.

An intuitive interpretation of the above objective is that the
first term aims to find the weighted GM of S and allocates
higher weights to the points closer to z, and allocates lower
weights to the points that are far from z. In contrast, the second
term encourages the smoothness of the weights. Specifically,
the second term is minimized when the weights are distributed
equally. Thus, it acts as a form of regularization, by encouraging
the usage of information from as many points as possible.

B. Analysis of AutoGM

We show that AutoGM achieves robustness by automatically
excluding the extreme outliers and re-weighting the rest of the
points according to a user-specified threshold of skewness. To
illustrate this, we first present two definitions.

Definition 3 (L1-skewness). For a given point z and a
collection of vectors S = {zk}k∈[K], we define L1-skewness
as:

R (z, S) := max
k∈[K]

(‖z − zk‖)−
1

K

∑
k∈[K]

‖z − zk‖. (3)

Here we use the symbol “L1” because the last term is
equivalent to the L1 norm of Euclidean distance divided by
K. To illustrate this, consider a vector d ∈ RK , in which
coordinates are given by the distances: dk = ‖z − zk‖. Then
the formula becomes:

R (z, S) := max
k∈[K]

(dk)−
1

K
‖d‖1. (4)

where ‖·‖
1

is the L1 norm. In other words, L1-skewness is
also defined as the difference between the maximum and the
average Euclidean distances to the point z.

Definition 4 (Sp of AutoGM). We define Sp as the largest
subset of S in which the solutions of weights for AutoGM are
non-zero, i.e. α̃∗k 6= 0,∀k ∈ Sp and α̃∗k = 0,∀k ∈ S \ Sp.

Based on the definitions above, we show in Theorem 1 that
for any given z, there is a closed-form solution that minimizes
the subproblem in Equation (2) with respect to α. A proof of
Theorem 1 is provided in Appendix A.

Theorem 1. Given any z in Equation (2), Sp will satisfy the
following condition:

R (z, Sp) ≤
λ

m
, (5)

where m = |Sp| is the size of Sp.
Then, the optimal weights α̃∗ are given by

α̃∗k =

{
1
m + 1

λ

(
1
m

∑
k∈Sp
‖z − zk‖ − ‖z − zk‖

)
if k ∈ Sp,

0 if k 6∈ Sp.
(6)
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The theorem above will help us to solve the joint optimization
problem in Equation (2) as we will show in Section IV-C. Now
we study the relation between α and z when the solution
is optimal. Given z = z̃∗ as the optimal AutoGM point in
Theorem 1, we have the following observations:

Limited L1-skewness: λ
m limits the L1-skewness R (z̃∗, Sp)

by excluding the points that are far from z̃∗. Note that Sp satis-
fies R (z̃∗, Sp) ≤ λ

m , that is, the difference between maximum
and average distances are limited by λ

m (Equation (3)). The
points that are significantly distant to z̃∗ are excluded by Sp
and thus zero-weighted by the objective. This property protects
z̃∗ against being skewed by extreme outliers.

Re-scaled weights: α̃∗ re-scales the weight of each point in
Sp according to Euclidean distance. According to Equation (6),
when z = z̃∗, the points that are closer to z̃∗ gain higher
weights as the term ‖z − zk‖ is smaller. That is to say, the
distant points are considered to be less important to determine
the position of z̃∗. This property further reduces the impact of
outliers to AutoGM.

The hyperparamater λ controls the trade-off between ex-
ploiting fewer points and leveraging information from all input
points. As λ→∞, the L1-skewness is unlimited, which means
all points are included in Sp and assigned with the same weight
1
m , regardless of their distances to z̃∗. Then the problem is
reduced to the naive GM as in Definition (1). In contrast, as
λ→ 0, the weights become extremely sparse as the objective
encourages z̃∗ to be close to (or event overlap with) its nearest
points. It is noticeable that λ also controls the re-scaling extent
of each point in Sp (the second term in Equation (6)). In
practice, the optimal λ is unknown as the true L1-skewness
of the benign point is usually unknown. In this paper, we
empirically set λ = K (where K = |S|) by default.

As an example, Fig. 2 demonstrates the impact of outliers on
the naive Mean, GM, and AutoGM. There are 40 benign points
gathering in the bottom left corner of the space and 35 outliers
scattering in the opposite corner. In Fig. 2-(a), the Mean is
obviously driven away by the outliers. GM lies on the edge of
benign points, which is less influenced by the outliers. Fig. 2-
(b) to Fig. 2-(d) show the positions of AutoGM with different
λ. When λ = 105×K, AutoGM lies at the same point as naive
GM (Fig. 2-(b)). When λ = K, the outliers are down-weighted
and the position of AutoGM is more central to the benign
points (Fig. 2-(c)), which mainly benefits from the re-scaling
of the weights. When λ = 10−1 ×K, AutoGM locates at a
similar position as that of Fig. 2-(c), and all the outliers are
zero-weighted (Fig. 2-(d)). We conclude that AutoGM enhances
the robustness of GM when λ is small.

C. Optimizing AutoGM

We notice that α and w in Equation (2) are dependent on
each other, which makes the problem hard to solve. However,
when either α or w is fixed, the problem can be solved
easily. When w is fixed, thanks to the existence of a closed-
form solution (Theorem 1), the optimal weights α̃∗ can be
computed efficiently. Furthermore, by fixing α = α̃∗, the
problem becomes finding the naive weighted GM

z̃ := argmin
z

∑
k∈S

α̃∗k‖z − zk‖. (7)

Algorithm 1 Optimization of AutoGM

1: Input: K, {zk}k∈S , Tg
2: α̃k ← 1/K,∀k ∈ S
3: repeat
4: Compute z̃ by optimizing Problem (7)
5: α̃← Reweight({‖z̃ − zk‖}k∈S)
6: until convergence
7: return z̃, α̃

Subroutine Reweight

8: Input: {‖z − zk‖}k∈S
9: Sort {‖z − zk‖}k∈S in increasing order

10: η ← 0, γ ← 0
11: for p = 1, . . . ,K do
12: γ ← γ + ‖z − zp‖
13: η̃ ← (γ + λ)/p
14: if η̃ < ‖z − zp‖ then
15: Break
16: else
17: η ← η̃
18: end if
19: end for
20: α̃∗k ← (η − ‖z − zk‖)/λ,∀k < p
21: α̃∗k ← 0,∀k ≥ p
22: return α̃∗

Based on the observations above, we propose an alternating
optimization approach to solve AutoGM. The key idea is to
divide the problem into two parts, i.e., one sub-problem for
estimating the weighted GM, z̃, and the other sub-problem for
automatically weighting the importance of each point. Then
we minimize the objective iteratively w.r.t. one variable each
time while fixing the other one. In this way, we compute
the AutoGM as shown in Algorithm 1, which consists of the
following two alternating steps:

Updating z. When α is fixed, we solve Problem (7) to
obtain the weighted GM. Although there is no closed-form
solution to the GM problem, a (1+ ε)-approximate solution can
be computed in nearly linear time [40]. In this paper, we solve
the problem using the smoothed Weiszfeld algorithm proposed
by Pillutla et al. [21].

Updating α. When z is fixed, we update α according
to Theorem 1 as shown in the Subroutine of Algorithm 1.
To provide a clearer explanation of the idea, we rewrite
Equation (6) as

α̃∗k =
1

λ
[η − ‖z − zk‖]+ , (8)

where

η =
1

m

λ+
∑
k∈Sp

‖z − zk‖

 , (9)

and [·]+ = max(0, ·). For a given z, we firstly sort the points
in S according their Euclidean distance to z (Line 9). Then we
can obtain η by a linear search and checking the satisfaction
in Equation (5) (Line 11-19). Finally we reallocate the weights
according to Equation (8) (Line 21-22).



TII-21-3308 6

According to Cohen et al. [40], a (1 + ε)-approximate
weighted GM of K points in Rd can be computed in
O(Kd log3 ε−1) time. The routine of updating α only takes
O(K) time. Thus, the total time complexity of AutoGM is
O(TgKd log

3 ε−1), where Tg is the number of iteration.

V. ROBUST FEDERATED LEARNING

In this section, we first formulate the FL problem for the IIoT
system. Then we propose a robust solution AutoGM_FL to
train a global model using AutoGM to aggregate the parameters.
Finally, we propose the extension to robust PFL, named
AutoGM_PFL, to simultaneously learn a shared robust global
model and a personalized local model for each device.

A. Problem Formulation

Recall that in the FL-IIoT system we introduced in Sec-
tion III, several devices collaboratively learn a shared global
model assisted by the coordination of a central server. The goal
is to find a parameter vector w that minimizes the following
distributed optimization model:

min
w

F (w) = min
w

∑
k∈[N ]

pkFk(w), (10)

where N is the total number of devices and pk is the weight
of the k-th device. Let nk be the number of samples available
in the k-th device, we have pk = nk∑

k∈[N] nk
. The local

objective Fk(·) can be defined by empirical risks over local
data, i.e., Fk(w) = 1

nk

∑
j∈[nk]

`(w;xk,j), where `(·; ·) is a
user-specified loss function and xk,j is a training sample.

If we let F̃k(w) = pkNFk(w), then the global objective
becomes a simple average of all scaled local objectives:

F (w) =
1

N

∑
k∈[N ]

F̃k(w). (11)

The objective above is aligned with the formulation in [41],
which simplifies the analysis of convergence properties.

B. Robust Federated Learning with AutoGM

The optimization of the global objective above is similar
to the case of FedAvg [7, 41], where a subset of the total
devices are selected at each global round and run SGD locally
for Eg iterations, and then the resulting model parameters are
uploaded and aggregated by the server. Comparing to traditional
distributed learning solutions [18, 20], such mechanism could
reduce communication overhead in large-scale IIoT network
systems.

As summarized in Algorithm 2 with Option I (AutoGM_FL),
let T be the number of global rounds, for each round t ∈
[T ], the server selects a subset St of devices randomly and
broadcasts the global model wt to the selected devices (Line 2).
Then, every selected device performs Eg local updates using a
batch of samples in each iteration, which is uniformly chosen
from the local data (Line 6-10).

After Eg local iterations, the server aggregates the updated
local model parameters {wt

k}k∈St
from the devices St to

Algorithm 2 Optimization of FL and PFL with AutoGM

Input: K,N, T, η, Eg , El, w0, {v0k}k∈[N ]

1: for each global round t ∈ [T ] do
2: Select a subset St from N devices at random, and

broadcast wt to them
3: for each client k ∈ St in parallel do
4: wt

k ← wt

5: Option I & II:
6: for Eg local iterations, do
7: Sample mini-batch ξ from local dataset
8: wt

k ← wt
k − ηOF̃k(wt

k, ξ)
9: end for

10: Sends wt
k back to the server

11:
12: Option II (AutoGM_PFL):
13: for El local iterations, do
14: Sample mini-batch ξ from local dataset
15: vk ← vk − η

(
OF̃k(vk, ξ) + θ

(
vk −wt

))
16: end for
17: end for
18: wt+1 ← AutoGM({wt

k}k∈St
) using Algorithm 1

19: end for
20: Option I (AutoGM_FL):
21: return wT

22: Option II (AutoGM_PFL):
23: return wT , {vk}k∈[N ]

produce a new global model. The local training and central
aggregation steps are repeated until the global model converges.
Mean is widely used as an aggregation rule in FL approaches

(e.g., FedAvg), which simply averages the parameters from
the selected devices in each round, i.e.,

wt+1 ←
1

K

∑
k∈St

wt
k. (12)

However, Mean is vulnerable to malicious local parameters.
As the breakdown point of Mean is 1/K [36], which means
that even one of the selected devices is malicious, the resulting
global model can significantly deviate from the original Mean.

Instead of Mean, we use our AutoGM to aggregate the
local parameters (Line 18), where we optimize the AutoGM
problem with Algorithm 1. According to the discussion of
AutoGM in Section IV, wt+1 is a representative point of
updated local model parameters {wk

t }k∈St
that is resistant to

malicious devices.

C. Extension to Personalized Federated Learning

We further explore the integration of AutoGM with Person-
alized Federated Learning (PFL) [23]. The goal of PFL is to
jointly optimize the global objective in Equation (11) and a
personalized local objective F̃k(vk) that aims to learn a model
using local data of device k under the guidance of the global
model. To this end, we incorporate a regularization term into
the local objective to encourage the personalized models to be
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close to the global model. Then the optimization problem for
each device k ∈ [N ] is given by:

min
vk

hk(vk) := F̃k(vk) +
θ

2
‖vk −w∗‖2

s.t. w∗ = argmin
w

1

N

∑
k∈[N ]

F̃k(w), (13)

where vector vk is the personal model parameter of node
k, w∗ is the vector that minimizes the global objective in
Equation (11), and θ is a hyperparameter that controls the
trade-off between local and global models. When θ = 0, PFL
is reduced to training individual local models; as θ grows large,
it recovers global model optimization.

To solve the problem, we update the global model and local
models in an alternating fashion as shown in Algorithm 2 with
Option II (AutoGM_PFL). For each global round, each selected
device first solves the local subproblem of Equation (11)
approximately (Line 6-10), which follows the same update
rule as AutoGM_FL. For the personalized local model, device
k solves the global-regularized local objective minvk hk(vk)
inexactly by running SGD for El iterations (Line 13-16). We
also apply AutoGM to aggregate the parameters from the local
devices to build a robust global model (Line 18).

We note that the local training of our AutoGM_PFL is the
same as Ditto [23]. Although a more natural choice to solve
Equation (13) is to first obtain w∗ using AutoGM_FL, and
then optimize each local objective under the guidance of w∗.
However, as noted by Li et al. [23], in non-convex settings,
alternating schemes tend to achieve better solutions compared
to fine-tuning starting from w∗, especially in training-time
attack scenarios.

D. Discussion

Overall, we note that AutoGM_FL and AutoGM_PFL have
the following benefits for machine learning in IIoT systems:
• Privacy: As with typical FedAvg, both AutoGM_FL and
AutoGM_PFL upload model parameters instead of local
data over the network, which preserves privacy and avoids
user data leakage.

• Security: The Byzantine-robust rule AutoGM is used as
a secure aggregation protocol to alleviate the power of
attackers by automatically excluding the extreme abnormal
local parameters and re-weighting the rest according to
a user-specified threshold of skewness. For AutoGM_FL,
such a robust aggregation is critical to the security of the
whole system, as all devices rely on a single global model.
For AutoGM_PFL, AutoGM shapes the global model to
better guild the training of personalized models.

• Scalability: During optimization, only a subset of devices
is selected at each round and several steps of local training
take place before global aggregation, which keeps the
communication overhead low in large-scale IIoT networks
and thus enhances the scalability of the systems.

VI. PERFORMANCE EVALUATION

A. Experimental Setup

We perform our experimental evaluation on two datasets.
The FEMNIST dataset is an image classification dataset of
handwriting from the LEAF framework [42], which has been
commonly used to evaluate FL solutions [23]. The other dataset
is provided by Bosch from an IIoT in a product assembly line
of its manufacturing processes1, which is a binary classification
dataset.

Following our threat model described in Section III-B, we
apply data poisoning attacks and model poisoning attacks to
corrupt a random subset of devices. In the model poisoning
scenario, we add Gaussian noise to the local parameters in
the corrupted devices. The mean and variance of the noise
is sampled from the uniform distribution U[0,0.1] for each
corrupted device. For data poisoning attacks, we randomly
shuffle the labels of all samples in each malicious device.

We implement the machine learning models in Pytorch, and
simulate an IIoT system with one server and N edge devices2.
We compare our proposed AutoGM_FL and AutoGM_PFL
with the following approaches:

• FedAvg [7]: The standard Federated Averaging aggrega-
tion approach that just calculates the weighted average of
the parameters from local devices.

• FedProx [43]: An FL framework with a proximal term
to help stabilize the method. It is a generalization and
re-parametrization of FedAvg.

• RFA [21]: A robust aggregation approach that minimizes
the weighted GM of the parameters from local devices.

• Ditto [23]: A PFL framework that provides personal-
ization for local models.

The details of the datasets and the default hyperparameters of
the corresponding models are listed in Table I. In consideration
of training time, we only use subsets of the whole datasets.
For FEMNIST, we treat each writer as a device and randomly
sample subsets of all devices. As the data distributions vary
among devices in the raw data, we regard this sampling process
as non-i.i.d.. The raw data in FEMNIST is preprocessed using
the popular benchmark LEAF [42], where the data on each
device is partitioned into an 80% training set and a 20% test
set. We train a CNN with two 5x5 convolution layers (the first
with 32 channels, the second with 64, each followed by 2x2
max pooling), a fully connected layer with 126 units and ReLu
activation, and a final softmax output layer.

For Bosch, we consider an i.i.d. partition where each local
device has approximately the same amount of samples. We
consider a Multi-Layer Perceptron (MLP) model with two fully
connected layers with 512 units and ReLu activation, and a
final softmax output layer.

For the FEMNIST dataset, we evaluate the performance of
each approach with the accuracy. For the Bosch dataset, as the
two classes are of very different sizes, we use the Matthews
Correlation Coefficient (MCC) instead of accuracy. The MCC

1https://www.kaggle.com/c/bosch-production-line-performance/overview
2Code is available at https://github.com/lishenghui/AutoGM

https://github.com/lishenghui/AutoGM
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Dataset # Classes N # Samples i.i.d. Model used lr Eg Batch size K T

Bosch 2 10 30,000 Yes MLP 0.01 10 64 10 1000
FEMNIST 62 91 15,108 No CNN 0.025 50 64 16 600

TABLE I: Experiment Summary

is given by:

MCC =
(TP ∗ TN − FP ∗ FN)√

(TP + FP )(TP + FN)(TN + FP )(TN + FN)
,

(14)
where TP is the number of true positives, TN the number
of true negatives, FP the number of false positives, and FN
the number of false negatives. A coefficient of 1 represents
a perfect prediction, and 0 indicates the performance is not
better than random guessing.

B. Robustness Comparison

In Table II and III, we show that our proposed solutions,
AutoGM_FL and AutoGM_PFL, are more robust by compar-
ing the average test MCC score and accuracy over five random
seeds.

First of all, when all datasets are clean, personalized ap-
proaches (i.e., Ditto, AutoGM_PFL) do not help to improve
the performance on the Bosch dataset (Table II), but Ditto
and AutoGM_PFL (λ = 105×K) both achieve higher accuracy
than FedAvg and FedProx (Table III). This is because Bosch
is an i.i.d dataset, then hence a single global model can utilize
the information from all the data samples to a greater degree.
FEMNIST, on the contrary, is a non-i.i.d dataset, which allows
Ditto and AutoGM_PFL to build personalized models for
local devices to better fit their own data distribution. It is also
noticeable that when λ is small, i.e., λ = K, where K is the
size of selected devices at each round, AutoGM_FL achieves
slightly lower accuracy compared with other approaches on
FEMNIST when all datasets are clean. An intuitive explanation
is that down-weighting or excluding local parameters far from
the AutoGM may result in losing correct information from
devices, especially when the dataset is non-i.i.d.

On the contrary, a small λ is favorable when handling
poisoning attacks. When λ = K, both AutoGM_FL and
AutoGM_PFL successfully defend against up to 30% of
nodes under model poisoning attacks and 50% malicious
devices under data poisoning attacks while achieving better
performance for both Bosch and FEMNIST. Table II and III
also show that FedAvg, FedProx, and Ditto are all
vulnerable to model poisoning attacks. Their MCC and accuracy
significantly decreases as the presence of model poisoning
attacks even when only 10% of the devices are malicious. The
reason behind this is that they all aggregate the parameters using
Mean, which could be easily driven away by the malicious
updates as we discussed in Section IV-B.

Fig. 3a and 3b show the performance of the robust ap-
proaches versus training rounds under model poisoning attacks
and data poisoning attacks, respectively. When λ = K,
both AutoGM_FL and AutoGM_PFL have steadily increasing
performances in terms of MCC and accuracy during the training
process, which implies that they successfully overcome the

impact of malicious devices. When λ = 105 ×K, the curves
of AutoGM_FL on Bosch almost coincide with RFA, as their
aggregation rules are both reduced to the naive GM when
all the local datasets have the same size. We also note that
the MCC score fluctuates over training rounds when λ is
large in AutoGM_FL and AutoGM_PFL (Fig. 3a left), one
explanation for this is that the devices are selected randomly
for local training at each round, making it possible that more
malicious devices are selected than benign ones at some
point. In this situation, AutoGM cannot down-weight all the
malicious updates if λ is large. On the contrary, when λ is
small, AutoGM handles it better, as the curves are more stable,
leading to relatively higher scores when λ = K. For model
poisoning attack on FEMNIST, AutoGM_FL is still robust,
while RFA fails after 500 rounds of training (Fig. 3a right). In
this case, AutoGM_FL benefits from our scaled formulation
in Section V-A, which aligns the aggregation rule with GM
even the devices have different dataset sizes, and preserves the
robustness property.

C. Impact of λ

Next we study the impact of the hyperparameter λ, which
controls the L1-skewness between local parameters with their
Euclidean distance to AutoGM. We change the value of λ in
the range of [10−2 × K, 105 × K], where K is the number
of devices selected in each round. We compare the accuracy
of AutoGM_FL and AutoGM_PFL on FEMNIST under data
poisoning attacks with 50% of malicious devices. Fig. 4-(a)
shows the average accuracy and the gap between 25-th and 75-
th percentile over all benign devices. The figure shows that λ
has a significant impact on the performance of both approaches.
Specifically, both AutoGM_FL and AutoGM_PFL reach their
peak performances when λ = K. Overall, AutoGM_PFL
performs better than AutoGM_FL in terms of average accuracy
with all values of λ.

D. Impact of θ

For PFL-based approaches (AutoGM_PFL and Ditto), we
further study the impact of hyperparameter θ, which controls
the similarity between the personalized model and the global
model. We conduct experiments on FEMNIST with 50% of
devices under data poisoning attacks and set the value of θ
in the range of [10−4, 10]. We show the average accuracy and
the gap between 25-th and 75-th percentile of AutoGM_PFL
and Ditto in Fig. 4-(b). The performance of both approaches
increases as the value of θ increases and reaches their peaks
when θ = 10−1, which coincides with the results in [23].
However, when θ further increases, the accuracy slightly
decreases as all the local models are forced to be more and more
similar to the global model and gradually lose the advantage of
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Bosch Clean Model Poisoning Data Poisoning
Fraction of malicious - 10% 20% 30% 10% 30% 50%

FedAvg 0.324 (0.001) 0.0 (0.0) 0.0 (0.0) 0.0 (0.0) 0.324 (0.007) 0.31 (0.007) 0.258 (0.017)
FedProx 0.324 (0.002) 0.003 (0.006) 0.0 (0.0) 0.003 (0.006) 0.324 (0.009) 0.314 (0.004) 0.259 (0.025)
RFA 0.324 (0.003) 0.318 (0.003) 0.309 (0.017) 0.121 (0.149) 0 .326 (0 .005 ) 0.315 (0.007) 0.265 (0.017)
Ditto 0.31 (0.01) 0.01 (0.02) 0.0 (0.0) 0.0 (0.0) 0.32 (0.01) 0.31 (0.01) 0.29 (0.01)
AutoGM_FL(λ = K) 0.324 (0.003) 0.32 (0.003) 0.318 (0.005) 0.283 (0.019) 0 .326 (0 .005 ) 0.316 (0.007) 0.265 (0.017)
AutoGM_FL(λ = 105K) 0.324 (0.003) 0.318 (0.003) 0.309 (0.017) 0.121 (0.149) 0 .326 (0 .005 ) 0.315 (0.007) 0.265 (0.017)
AutoGM_PFL(λ = K) 0.31 (0.0) 0.31 (0.01) 0.3 (0.01) 0.28 (0.02) 0.32 (0.01) 0.31 (0.01) 0.29 (0.01)
AutoGM_PFL(λ = 105K) 0.31 (0.0) 0.3 (0.01) 0.25 (0.03) 0.07 (0.11) 0.32 (0.01) 0.31 (0.01) 0.29 (0.01)

TABLE II: Averaged (standard deviation) test MCC on Bosch in model poisoning and data poisoning attacks.

FEMNIST Clean Model Poisoning Data Poisoning
Fraction of malicious - 10% 20% 30% 10% 30% 50%

FedAvg 83.47 (0.22) 7.43 (0.15) 7.23 (0.53) 7.32 (0.33) 78.95 (1.19) 67.05 (3.93) 55.51 (4.13)
FedProx 83.62 (0.36) 7.18 (0.25) 7.17 (0.36) 7.3 (0.39) 79.7 (0.77) 62.82 (6.07) 49.53 (3.68)
RFA 82.81 (0.46) 81.79 (0.58) 50.98 (35.68) 7.43 (0.24) 82.56 (0.38) 79.25 (1.36) 74.82 (1.36)
Ditto 84.5 (0.34) 7.28 (0.09) 7.14 (0.31) 6.92 (0.61) 81.45 (0.51) 77.11 (0.62) 73.44 (0.45)
AutoGM_FL(λ = K) 82.2 (0.41) 81.51 (0.83) 81.55 (0.7) 81.53 (0.8) 81.85 (0.51) 81.44 (0.89) 79.61 (0.7)
AutoGM_FL(λ = 105K) 82.98 (0.56) 81.99 (0.46) 81.3 (1.18) 21.36 (27.76) 82.11 (0.63) 78.72 (1.71) 70.57 (2.28)
AutoGM_PFL(λ = K) 84.02 (0.76) 83.55 (0.91) 83.66 (0.6) 68.16 (30.84) 83.73 (0.78) 82.8 (0.65) 81.38 (1.04)
AutoGM_PFL(λ = 105K) 84.53 (0.62) 83.82 (0.44) 67.57 (30.18) 5.41 (1.16) 83.82 (0.46) 81.4 (0.72) 77.42 (0.96)

TABLE III: Averaged (standard deviation) test accuracy (%) on FEMNIST in model poisoning and data poisoning attacks.

(a) Model poisoning attacks with 20% malicious devices. (b) Data poisoning attacks with 50% malicious devices.

Fig. 3: Impact of λ and θ on test accuracy.

(a) Impact of λ (b) Impact of θ

Fig. 4: Impact of λ and θ on test accuracy.

personalization. Our AutoGM_PFL results in higher accuracy
than Ditto when θ ≥ 10−2, showing the superiority of our
robust aggregation rule.

Fig. 5: Model poisoning attack with collusion.

E. Collusion Attacks

We further conduct the experiments on model poisoning
attack with collusion. In this experiments, malicious devices
collude by sending the same corrupted model parameters to
the server. Sending the same parameters has a higher chance to
negatively impact the global model compared to, for example,
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randomly selecting corrupted parameters. Recall that when
λ = K, both AutoGM_FL and AutoGM_PFL can tolerate
up to 30% of devices under model poisoning attacks without
collusion. Fig. 5 shows that the tolerance decreases in the
presence of collusion. Specifically, all the MCC scores drop
to zero when there are 30% malicious devices on Bosch, and
the accuracy on FEMNIST is dramatically lower compared to
the non-colluding model poisoning attacks in Table II and III.
As GM is determined by the majority, colluding devices could
easily dominate the aggregation with the same parameters, as
long as most of the selected devices are malicious. Nevertheless,
with λ = K, our methods still outperform RFA with up to
20% malicious and colluding devices.

VII. CONCLUSIONS

In this paper, we propose AutoGM, a flexible Byzantine-
robust aggregation rule to handle model poisoning attacks and
data poisoning attacks in FL-IIoT systems. AutoGM seamlessly
integrates with both standard FL and personalized FL. Our
experimental evaluation shows that our solutions achieve better
robustness than other state-of-the-art methods. In particular,
they sustains high performance even when 30% of the nodes
perform model or 50% of the nodes data poisoning attacks. In
future work, we will explore the possibility of using AutoGM as
an aggregation rule in federated generative adversarial training
to further enhance the robustness of the global and local models.
Also, we will consider more types of attacks, such as false data
injection attacks and backdoor attacks in IIoT applications.

APPENDIX A
PROOF OF THEOREM 1

Proof. Note that {‖z−zk‖}k∈S is given, we sort the elements
in increasing order and denote them by a vector d where
dk = ‖z − zk‖. Then the Lagrangian function of Equation (2)
is

L = α>d+
λ

2
||α>||22 −α>β − η(α>1− 1), (15)

where β and η are the Lagrangian multipliers. Then the
following Karush–Kuhn–Tucker (KKT) conditions hold:

∂αL(α,β, η) = 0, (16)
αᵀ1− 1 = 0, (17)

α ≥ 0, (18)
β ≥ 0, (19)

αkβk = 0,∀k = 1, 2, ...K. (20)

According to Equation (16), we have:

αk =
βk + η − dk

λ
. (21)

Since βi ≥ 0, we discuss the following :
1) When βk = 0, we have αk = η−dk

λ ≥ 0, which further
indicates η − dk ≥ 0.

2) When βk > 0, from the condition αkβk = 0, we have
αk = 0.

Therefore, the optimal solution to Equation (1) is given by:

αk =
1

λ
[η − dk]+, (22)

where [·]+ = max(0, ·).
Since {dk}k∈[K] appears in the increasing order, thus we

have α1 ≥ α2, . . . ,≥ αK . Suppose αp > 0 and αp+1 ≤ 0,
then the support set is Sp = {k}k∈[p]. Further more, given that∑p
k=1 αk = 1, we can get:

η =

∑p
k=1 dk + λ

p
. (23)

Plugging Equation (23) into Equation (22) yields Equation (6).
Next, since if αk ≥ 0, we have η ≥ dk, which means∑p

k=1 dk + λ

p
≥ max

(
{dk}k∈[p]

)
. (24)

The equation above can be readily converted to Equation (5).
This completes the proof.
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